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Abstract: Identifying attackers is a major apprehension to both organizations as well as governments. The most used
applications for prevention or detection of intrusion are based on biometric systems. Biometrics is inherently most
reliable and most capable than any other traditional knowledge-based and token-based techniques. The bio stands for
life and metric stands for measurement, combined together make the term "biometrics". Biometric recognition refers to
an automatic recognition of individuals by determining the authenticity of a specific physiological or behavioural
characteristic based on feature vector possessed by the user. The biometric authentication provides the instances of
authentication in such a quick and easy manner that individuals are not bothered by the additional requirements. It is a
promise of fast, easy-to-use, accurate, reliable, and less expensive authentication for a variety of applications. This
paper provides an overview of the different biometric techniques with their respective inherent features.
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I. INTRODUCTION

Reliable authorization and authentication has become an
integral part of every man’s life for a number of routine
applications. Biometrics is automated method of
recognizing a person based on a physiological or
behavioural characteristic. Biometrics, though in its
nascent form, has a number of tractable aspects like
security, data integrity, fault tolerance and system
recovery.lIt is considered a reliable solution for protecting
the identity and the rights of individuals as it recognizes
unique and immutable features.

Biometric system has been used for securing the system to
allow the person access on the basis of their individual
human body parts which is unique for any particular
individual. Those human parts could be iris, retina,
fingerprint, hand etc. All these parts are really rare parts of
any human; it could not resemble any of other individual
ever. It means that part must be recognized at the time of
accessing system. Hence, we can define biometric system
as the system which is essentially a pattern recognition
system used to secure the system acquiring the individual
human body parts’ data by extracting a feature set from
the acquired data and then matching these data sets against
the predefined feature sets stored in the database.
Depending on this methodology biometric system working
can be segregated into two modes.

A. Verification Mode

In this mode, biometric system already has a database in
which it stores the authorised individual feature set as a
template. This database has legitimate details regarding
the human parts. The system validate the persons by
matching their extracted feature set against those feature
set that has been stored as a template in a database. In such
a case, an individual tries to recognize himself as an
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claimed identity usually via Personal Identification
Number, smart card, user name etc and the system then
performs one to one matching to determine whether the
claim is true or not. This mode is typically used for
positive recognition just to prevent the other people from
using the same identity.[1]

B. Identification Mode

In this mode, the system already assumes to check if the
claimed identity would be false. For this purpose, it checks
all the stored templates in their database by matching the
individual feature set one to one. This mode works on
negative recognition nature. It simply signifies that the
extracted biometric would be further tested by matching
the entire template stored in database. It simply matches of
the pattern extracted involving the human features. On the
basis of this recognition the person or individual would be
proven to access the system as being a claimed identity[1].

1. BIOMETRIC SYSTEM

Biometric system uses different human body parts for
recognition or the authentication. Depending upon the
characteristic, they are classified in  physical
andbehavioural. Physical characteristic may be face, iris,
hand geometry, finger print, palm print and dental.
Behavioural characteristic may be voice, signature and
gesture. The complete classification is shown in Fig. 1.

The biometric characteristic data are captured and
processed in specific manner. The feature is extracted
from it and created template is stored in the database.The
complete process has been depicted in Fig. 2. The stored
data are used for authentication as well as verification
purpose. The whole biometric application has been
depicted in Fig. 3.
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A. Fingerprint

Our fingerprint is constructed of numerous ridges and
valleys on the surface of finger which are unique to each
and every human [3]. Ridges are the top skin layer
portions of the finger and valleys are the lower portions.
The particular individuality of a fingerprint could be
determined by the several patterns of ridges and furrows
plus the minutiae points. A fingerprint pattern has
individually distinctive composition and characteristic
remains the same with time [3], which provides high
accuracy with ease of approach. Cuts, marks transform
fingerprints which often has negative effect on
performance [3].
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Fig. 4 Biometric of Fingerprint
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Fingerprint Recognition involves taking an image of a
person's fingertips and records its characteristics like
whorls, arches, and loops along with the patterns of ridges,
furrows and minutiae as shown in Fig. 4.

Fingerprint matching can be achieved in three ways [4]:

Minutiae basedmatching stores minutiae as a set of points
in a plane.These points are matched in the template and
the input minutiae in respect of location and direction of
minutiae as shown in Fig.5.

-

Fig. 5. Minutiae Points of Fingerprint

Correlation based matching superimposes two fingerprint
images and correlation between corresponding pixels is
computed.

Ridge feature basedmatching is an advanced method that
captures ridges. This is useful where minutiae capturing
are difficult in low quality fingerprint images.

CCD or CMOS image sensor, solid state sensors are used
to capture the fingerprints. Capacitive, thermal,
piezoelectric sensors or ultrasound sensors work on
echography. They send acoustic signals through the
transmitter towards the finger and capture the echo signals
with the receiver. [4]

Fingerprint scanning is very stable and reliable. It secures
entry devices for building door locks and computer
network access.

Two twins do not share same fingerprints as the
environment in the uterus affects the phenotypic
development of all parts of the twin foetuses. This assures
that despite an identical DNA structure of the two
foetuses, fingerprints become different.

B. Iris Recognition

Iris recognition is the most secure strategies of
authentication and recognition. This can be a combination
of specific characteristics known as corona, crypts,
filaments, freckles, pits, furrows, striations and rings [5].
The impression of an iris is taken using a standard
digicam. The authentication process involves evaluating
the present subject's iris with stored version.

The iris pattern is taken by gray scale camera in the
distance of 10- 40 cm. Once the gray scale image of the
eye is obtained then the software tries to locate the iris
within the image.

Fig. 6. Iris
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After finding the iris, the software creates a net of curves
covering the iris. Depending on the darkness of the points
along the lines the software creates the iris code. The
overall darkness of image is influenced by the lighting
condition. The darkness threshold, used to decide whether
a given point is dark or bright, cannot be static; it must be
dynamically computed according to the overall picture
darkness. Moreover, the size of the iris changes as the size
of the pupil changes. A proper transformation is to be done
before computing the iris code. In decision process, the
matching software takes two iris codes and computes the
hamming distance based on the number of different bits.
We can also implement the concept of template matching
in this technique. In template matching, some statistical
calculation is done between a stored iris template and a
produced one. Depending on theresult decision is taken
[6,7,8].

Iris possesses unique structure shaped at the age of 10
months which is always stable throughout the life. It
incorporates fine texture. Even genetically similar people
have entirely independent iris textures [3]. This approach
has high accuracy and high recognition process speed [3].
That is a reason for Iris recognition security systems to be
a one of the most appropriate security system nowadays. It
is truly a distinctive and easy way to identify a user. Iris
scanning technology is not very intrusive as there is no
direct contact between the subject and the camera
technology. Moreover, it is non-invasive. It is one of the
most accurate techniques with very low false acceptance
as well as rejection rates.

C. Face Recognition

Face recognition provides us a convenient way to identify
and recognize a person in a large database. With face
recognition, we can recognize a person by just taking a
photo of that person. In a face recognition system, cameras
are installed at a surveillance place, so the system can
capture all the objects in real time without being noticed.
Face recognition is used for two primary tasks?%:
Verification (one-to-one matching): When presented
with a face image of an unknown individual along with a
claim of identity, ascertaining whether the individual is
who he/she claims to be.

Identification (one-to-many matching): Given an image
of an unknown individual, determining that person’s
identity by comparing(possibly after encoding) that image
with a database of (possibly encoded) images of known
individuals.

Automatic face recognition is all about extracting those
meaningful features from an image, putting them into a
useful representation and performing some kind of
classification on them [9].

Face recognition based on the geometric features of a face
is probably the most intuitive approach to face recognition.
One of the first automated face recognition systems was
described in[11]: marker points (position of eyes, ears,
nose,...) were used to build a feature vector (distance
between the points, angle between them,..). The
recognition was performed by calculating the euclidean
distance between feature vectors of a probe and reference
image. Such a method is robust against changes in
illumination by its nature, but has a huge drawback: the
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accurate registration of the marker points is complicated,
even with state of the art algorithms. Some of the latest
work on geometric face recognition was carried out in
[12]. A 22-dimensional feature vector was used and
experiments on large datasets have shown, that
geometrical features alone my not carry enough
information for face recognition [9].

The Eigenfaces method described in [13]took a holistic
approach to face recognition: A facial image is a point
from a high-dimensional image space and a lower-
dimensional representation is found, where classification
becomes easy. The lower-dimensional subspace is found
with Principal Component Analysis, which identifies the
axes with maximum variance [9].

There are two phases for face recognition using
eigenfaces. The first phase is the training phase. In this
phase, a large group of individual faces is acted as the
training set. These training images should be a good
representation of all the faces that one might encounter.
The size, orientation and light intensity should be
standardized. For example, all images are of size 128 x
128 pixels and all are frontal faces. Each of the images in
the training set is represented by a vector of size N by N,
with N representing the size of the image. With the
training images, a set of eigen-vectors is found by using
Principal Component Analysis (PCA) [21].

Second phase of this algorithm is recognition phase. In
this phase, a new image is obtained. To recognize this
image, we first subtract the image by the average face .
Then we calculate the dot product of the input vectors with
the eigenfaces. This makes a projection of the input image
onto the face space. Similarly, we make projections of the
training image onto the face space. The euclidean
distances of point of the input image with the points of
training set are then computed. The training set image with
minimum distance from the input image should be the best
match [21].

D. Voice

Voice recognition attempts to identify individuals by how
they sound when speaking [14]. The dynamics of vocal
annunciation are partly a product of our vocal tract, mouth
and nasal cavities, and general physiological
“architecture”.

Speaker identity is correlated with physiological and
behavioural characteristics of the speech production
system of an individual speaker. These characteristics
derive from both the spectral envelope (vocal tract
characteristics) and the supra-segmental features (voice
source characteristics) of speech [17]. Speaker recognition
can be classified into speaker identification and speaker
verification.

Speaker authentication systems can be categorised
depending on requirements for what is spoken.

e Fixed Text: The predetermined word or phrase is
recorded at enrolment. This secret word acts as a
password.

e Text-Dependent: The speaker is prompted by the
authentication system to say a specific thing. The
machine aligns the utterance with known text to
determine the user.
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e Text Independent: The speaker authentication system
processes any utterance of the speaker. There is
continuous monitoring and the system’s confidence in
the identity of the user is greater. This system can even
authenticate a person when they switch language.

o Conversational: In this type, the speech is recognised to
verify identity by inquiring about knowledge that is
secret, or at least is unlikely to be known or guessed by
an impostor during authentication. It is very attractive
for high-security applications [15], [16].

E. Signature

The signature dynamics recognition is based on the
dynamics of making the signature instead of a direct
comparison of the signature itself afterwards. The
dynamics is measured as a means of the pressure,
direction, acceleration and the length of the strokes,
number of strokes and their duration. Due to this it is not
possible to get any information on how to write the
signature by simply looking at one that has been
previously written. There are various kinds of devices used
to capture the signature dynamics such as tables which
captures 2D coordinates with pressure [18], [19], special
pens which captures 3D coordinates.
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Fig. 7. Features of Signature

111.CONCLUSION

This paper presents a shorter introduction on numerous
biometric techniques regarding widely used biometric
identifiers and the identification strategies. Current
electronic security systems rely primarily on personal
identification to ensure an authorized user of a system
which is common vulnerable. Their verification can be
duplicated and it can be nearly eliminated using
biometrics. Biometrics provides benefits that may improve
our lives by increasing security and efficiency, decreasing
scams and reducing password administrator cost. Despite,
the biometrics security systems have many issues like data
privacy, physical privacy, and spiritual arguments.
Biometrics is used by various organizations to increase
security levels and protect their data and patents. The
merit of biometrics is proven by endeavours of the
G8countries which prevent forgery of passports and other
travel documents as part of their fight against terrorism
and scams.
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